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Abstract: WORM (Write Once Read Many) devices allow data to be written once and read unlimited times,
making them essential for logging and regulatory-compliant storage. Implementing secure WORM devices Is
complex (traditionally using paper printers or optical devices, currently using complex distributed ledger
technology). Moreover, Cyberattacks pose a risk, as attackers with elevated privileges can modify or delete
WORM data. We propose a cost-effective local solution using a small external single board device with OTG
capabillities, like a Raspberry Pi, to create a USB WORM storage system for append-only log files that Is
tamper-evident and provides forward-integrity, based on the reverse file system approach to enable the
Continuous Printer Model (CPM): What is printed can't be unprinted.
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For the user's machine, this is a common USB

EXT4/EXEAT storage device formated as an EXFAT or EXT4

image file system.
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real, authenticated log file that can be verified
by an auditor - Any modification will be
detected.

machine: the attacker thinks she can modify the committed
data in the log (but she can't) - Honeypot properties.
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